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Member secretary of Assam
State Legal Service Authority
(ASLSA), Nayan Shankar
Barua coordinated the
interactive session………He
pointed out that
ignorance on the law in
vogue and negligence in
handling wildlife crime
cases were mostly
responsible for wildlife
crime cases lost in the
legal battle, the
statement said.
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Digital forensics is a branch of forensic
science that includes the identification,
recovery, investigation, validation, and
presentation of facts regarding digital
evidence found on computers or similar
digital storage media devices.
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Faraday Bag

Faraday bags are a type
of Faraday cage made of
flexible metallic fabric. They
are typically used to block
remote wiping or alteration
of wireless devices recovered
in criminal investigations by
blocking electromagnetic
fields.
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Air Bubble Bags
Protect seized data storage devices/mobiles from physical damage
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We can not get deleted data from a data storage 
device by this method. 
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• A disk image, in computing, is a computer file containing the contents
and structure of a disk volume or of an entire data storage device,
such as a hard disk drive, tape drive, floppy disk, optical disc, or USB
flash drive.

• It completely captures all files/data sector by sector on system and
replicates all data.

• We can retrieve deleted data (if not overwritten) also by this metod.
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• Disk cloning is the process of creating a 1-to-1 copy of a hard disk
drive (HDD) or solid state drive (SSD), not just its files.

• It creates exact replica of hard disk drive (HDD) or solid state
drive (SSD) being cloned.

• We can retrieve deleted data (if not overwritten) also by this method.
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Disk Imaging: Imaging creates a large compressed file of your drive. Because the
image file itself is large, they are often saved to external drives or the cloud.
Disk Cloning: Cloning creates an exact, uncompressed replica of your drive. If a
hard drive fails, you can remove it and replace it with the cloned drive.
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• Write-Protect Device/Write Blocker

• Hash Value

Not maintaining integrity of seized data in the process of custody of digital device
and/or absence of appropriate documentation in this regards, will not only hamper
the investigation, but it may also expose the investigating officers to criminal
liability under section 72 of ITAA 2008, for breach of confidentiality and privacy.
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• Write Blocker is a tool designed to prevent any write access to the hard
disk, thus permitting read-only access to the data storage devices without
compromising the integrity of the data.

• When a system, seized on a particular date, is switched on at a later date to
view its content, the date and time of opening these files automatically
gets modified, rendering the evidence on such disks inadmissible in a court
proceeding. Similarly, accessing a system or hard disk in any way, without
the use of “write-protect” devices, causes change in the hash value or
digital fingerprint of the disk. This again would render the evidence on such
disks inadmissible.

• Write Blockers are basically of 2 types:

1. Hardware Write Blocker

2. Software Write Blocker
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• Hash value is an important aid in establishing the
chain of custody of seized digital device. It is
indispensable for the field level officers to
understand how hash value can be generated and
altered. Hash value of every seized digital device,
being a critical detail, has to be necessarily entered
in the Panchnama drawn during the search
operations.

• Hash values can be thought of as fingerprints for
files. The contents of a file are processed through a
cryptographic algorithm, and a unique
numerical value – the hash value - is produced that
identifies the contents of the file.
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PPT/Digital Evidence Collection Form.docx
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PPT/Chain of Custody Form.docx
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PPT/Digital Evidence Matrix.docx
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PPT/CERTIFICATE under Section 65 B of the  Indian Evidence Act.docx
PPT/CERTIFICATE under Section 65 B of the  Indian Evidence Act.docx
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Forensic Hardware & Software

HTTrack is a free software and
easy-to-use offline browser utility
which allows one to download a
World Wide Web site from the
Internet to a local directory,
building recursively all
directories, getting HTML,
images, and other files from the
server to your computer.
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True Traveller is a complete solution for performing
digital forensics seizure, acquisition and analysis.
This product includes a laptop with software tools
installed and an integrated disk imaging hardware
solution. The kit can be easily carried to scene of
crime and can carry out on-site forensic data
acquisition. The kit is capable of acquiring Mobile
phone data and SIM card data using Software
installed on the laptop. The Imaging hardware tool
performs hashing using MD5, SHA1 and SHA2
hashing algorithms. The unit also supports wiping
of destination disk for sterilizing the media.
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• Archival of Digital evidence is an important aspect to ensure
authenticity, traceability, and auditing of the digital evidence.

• Directions must be issued to the authorized custodians to preserve all
the electronic and hard copy documents related to the case.

• All the digital devices must be stored in a place which is completely
secure, fire-proof, water-proof and free from electromagnetic
interference which may corrupt the digital evidences.

• All the digital devices must be stored in an access-controlled location
preferably under CCTV and a register maintaining records of every
person entering or exiting the facility.
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• Section 2(1)(i): means any electronic, magnetic, optical or other high-speed
data processing device or system which performs logical, arithmetic, and memory
functions by manipulations of electronic, magnetic or optical impulses, and includes all
input, output, processing, storage, computer software, or communication facilities which
are connected or related to the computer in a computer system or computer network.

• Section 2(1)(k): means computer, computer system, computer
network, data, computer data base or software.

• Section 2(1)(o): means a representation of information, knowledge, facts,
concepts or instructions which are being prepared or have been prepared in a formalised
manner, and is intended to be processed, is being processed or has been processed in a
computer system or computer network, and may be in any form (including computer
printouts, magnetic or optical storage media, punched cards, punched tapes) or stored
internally in the memory of the computer;
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Section 2(1)(r): with reference to information, means any information generated,
sent, received or stored in media, magnetic, optical, computer memory, micro film, computer
generated micro fiche or similar device.

Section 2(1)(t): means data, record or data generated, image or sound stored,
received or sent in an electronic form or microfilm or computer generated micro fiche.

Section 79A of the IT Act, as amended, explains “electronic form evidence” as any information of

probative value that is either stored, or transmitted in electronic form and includes computer

evidence, digital audio, digital video, cell phones and digital fax machines.

The other most crucial question in cybercrime investigation regarding the reliability of digital evidence

has also been clarified by Section 79A of the IT Act, 2000, as amended, which empowers the Central

government to appoint any department or agency of Central or State government as Examiner of

Electronic Evidence. This agency will play a crucial role in providing expert opinion on electronic form

of evidence.
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• In 2017, the Ministry of Electronics and Information Technology (MeitY) came up
with a scheme for identification and selection of Examiner of Electronic Evidence,
in terms of Section 79A of the IT Act 2000.

• The objective of the notified scheme, as detailed in the ‘Scheme for Notifying
Examiner of Electronic Evidence’, is to ascertain the competence of all desiring
Central Government or a State Government agencies and to qualify them to act
as Examiner of Electronic evidence as per their scope of approval through a
formal accreditation process. Once notified, such Central, State Government
agencies can act as the “Examiner of Electronic Evidences”, and provide an
expert opinion of digital evidences before any court.
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Section 69 (1) Power to issue directions for interception or monitoring
or decryption of any information through any computer resource. –
(1)Where the Central Government or a State Government or any of its
officers specially authorised by the Central Government or the State
Government, as the case may be, in this behalf may, if satisfied that it is
necessary or expedient to do in the interest of the sovereignty or integrity of
India, defence of India, security of the State, friendly relations with foreign
States or public order or for preventing incitement to the commission of any
cognizable offence relating to above or for investigation of any offence, it
may, subject to the provisions of sub-section (2), for reasons to be recorded
in writing, by order, direct any agency of the appropriate Government to
intercept, monitor or decrypt or cause to be intercepted or monitored or
decrypted any information generated, transmitted, received or stored in any
computer resource.
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Section 69 of the Information Technology Act, 
2000 as amended in 2008

Section 69 (2) The procedure and safeguards subject to which such
interception or monitoring or decryption may be carried out, shall be such as
may be prescribed.

Section 69 (3) The subscriber or intermediary or any person in-charge of
the computer resource shall, when called upon by any agency referred to in
sub-section (1), extend all facilities and technical assistance to-(a) provide
access to or secure access to the computer resource generating,
transmitting, receiving or storing such information; or

• (b) intercept, monitor, or decrypt the information, as the case may be; or

• (c) provide information stored in computer resource.
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Section 69A(1) in The Information Technology 
Act, 2000

Where the Central Government or any of its officer specially authorised
by it in this behalf is satisfied that it is necessary or expedient so to do,
in the interest of sovereignty and integrity of India, defence of India,
security of the State, friendly relations with foreign States or public
order or for preventing incitement to the commission of any cognizable
offence relating to above, it may subject to the provisions of sub-
section (2) for reasons to be recorded in writing, by order, direct any
agency of the Government or intermediary to block for access by the
public or cause to be blocked for access by the public any information
generated, transmitted, received, stored or hosted in any computer
resource.
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Section 69A(2) in The Information Technology 
Act, 2000

The procedure and safeguards subject to which
such blocking for access by the public may be
carried out, shall be such as may be prescribed.

24-06-2021 55



Section 69 (4) The subscriber or intermediary or any
person who fails to assist the agency referred to in sub-
section (3) shall be punished with imprisonment for a
term which may extend to seven years and shall also be
liable to fine.
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• Section 4 of Information Technology Act, 2000: Where any law
provides that information or any other matter shall be in writing or
in the typewritten or printed form, then, notwithstanding anything
contained in such law, such requirement shall be deemed to have
been satisfied if such information or matter is-

a.rendered or made available in an electronic form; and

b.accessible so as to be usable for a subsequent reference.
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Section 5(2) in The Indian Telegraph Act, 1885

On the occurrence of any public emergency, or in the interest of the public
safety, the Central Government or a State Government or any officer specially
authorised in this behalf by the Central Government or a State Government
may, if satisfied that it is necessary or expedient so to do in the interests of
the sovereignty and integrity of India, the security of the State, friendly
relations with foreign states or public order or for preventing incitement to
the commission of an offence, for reasons to be recorded in writing, by
order, direct that any message or class of messages to or from any person or
class of persons, or relating to any particular subject, brought for
transmission by or transmitted or received by any telegraph, shall not be
transmitted, or shall be intercepted or detained, or shall be disclosed to the
Government making the order or an officer thereof mentioned in the order.
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• Directions for interception of any message or class of messages under
sub-section (2) of Section 5 of the Indian Telegraph Act, 1885
(hereinafter referred to as the said (Act) shall not be issued except by
an order made by the Secretary to the Government of India in the
Ministry of Home Affairs in the case of Government of India and by
the Secretary to the State Government in-charge of the Home
Department in the case of a State Government. In unavoidable
circumstances, such order may be made by an officer, not below the
rank of a Joint Secretary to the Government of India, who has been
duly authorized by the Union Home Secretary or the State Home
Secretary, as the case may be.
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Provided that in emergent cases—
(i) in remote areas, where obtaining of prior directions for interception of messages or class of
messages is not feasible; or
(ii) for operational reasons, where obtaining of prior directions for interception of message or class
of messages is not feasible;

the required interception of any message or class of messages shall be carried out with the prior
approval of the Head or the second senior most officer of the authorized security i.e. Law
Enforcement Agency at the Central Level and the officers authorised in this behalf, not below the
rank of Inspector General of Police at the state level but the concerned competent authority shall be
informed of such interceptions by the approving authority within three working days and that such
interceptions shall be got confirmed by the concerned competent authority within a period of seven
working days. If the confirmation from the competent authority is not received within the stipulated
seven days, such interception shall cease and the same message or class of messages shall not be
intercepted thereafter without the prior approval of the Union Home Secretary or the State Home
Secretary, as the case may be.
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Review Committee:
• The Central Government and the State Government, as the case may be, shall constitute a 

Review Committee. The Review Committee to be constituted by the Central Government shall 
consist of the following, namely:

• (a) Cabinet Secretary — Chairman

• (b) Secretary to the Government of India Incharge, Legal Affairs — Member

• (c) Secretary to the Government of India, Department of Telecommunications — Member

• The Review Committee to be constituted by a State Government shall consist of the following, 
namely:

• (a) Chief Secretary — Chairman

• (b) Secretary Law/Legal Remembrancer Incharge, Legal Affairs — Member

• (c) Secretary to the State Government (other than the Home Secretary) — Member
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• The Review Committee shall meet at least once in two months and
record its findings whether the directions issued under sub-rule (1)
are in accordance with the provisions of sub-section (2) of Section 5
of the said Act. When the Review Committee is of the opinion that
the directions are not in accordance with the provisions referred to
above it may set aside the directions and orders for destruction of the
copies of the intercepted message or class of messages.

• Records pertaining to such directions for interception and of
intercepted messages shall be destroyed by the relevant competent
authority and the authorized security and Law Enforcement Agencies
every six months unless these are, or likely to be, required for
functional requirements.
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The competent authority in the central government has
authorised 10 agencies for this purpose - Intelligence Bureau,
Narcotics Control Bureau, Enforcement Directorate, Central
Board of Direct Taxes, Directorate of Revenue Intelligence,
Central Bureau of Investigation, National Investigation Agency,
Cabinet Secretariat (RAW), Directorate of Signal Intelligence
(for service areas of Jammu and Kashmir, North East and
Assam only) and Commissioner of Police, Delhi.
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• Section 29A. “Electronic record” –The words "electronic record" shall have the 
meaning assigned to them in clause (t) of sub-section (1) of section 2 of the 
Information Technology Act, 2000.

 Section 175. Omission to produce document or electronic record to public
servant by person, legally bound to produce it – Whoever, being legally bound
to produce or deliver up any [document or electronic record] to any public
servant, as such, intentionally omits so to produce or deliver up the same, shall
be punished with simple imprisonment for a term which may extend to one
month, or with fine which may extend to five hundred rupees, or with both;

or, if the [document or electronic record] is to be produced or delivered up to a
Court of Justice, with simple imprisonment for a term which may extend to six
months, or with fine which may extend to one thousand rupees or with both.
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 Section 201. Causing disappearance of evidence of offence, or giving false

information to screen offender – Whoever, knowing or having reason to believe that an

offence has been committed, causes any evidence of the commission of that offence to disappear,

with the intention of screening the offender from legal punishment, or with that intention gives any

information respecting the offence which he knows or believes to be false,

o If a capital offence - shall, if the offence which he knows or believes to have been committed is

punishable with death, be punished with imprisonment of either description for a term which

may extend to seven years, and shall also be liable to fine;

o If punishable with imprisonment for life – and if the offence is punishable with imprisonment for

life, or with imprisonment which may extend to ten years, shall be punished with imprisonment

of either description for a term which may extend to three years, and shall also be liable to fine;

o If punishable with less than ten years’ imprisonment – and if the offence is punishable with

imprisonment for any term not extending to ten years, shall be punished with imprisonment of

the description provided for the offence, for a term which may extend to one-fourth part of the

longest term of the imprisonment provided for the offence, or with fine, or with both.
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• Section 91 – Summons to produce document or other thing:

Whenever any Court or any officer in charge of a police station considers that the production of any document or other thing
is necessary or desirable for the purposes of any investigation, inquiry, trial or other proceeding under this Code by or before
such Court or officer, such Court may issue a summons, or such officer a written order, to the person in whose possession or
power such document or thing is believed to be, requiring him to attend and produce it, or to produce it, at the time and
place stated in the summons or order.

• Section 161 – Examination of witnesses by police:

(1) Any police officer making an investigation under this Chapter, or any police officer not below such rank as the State
Government may, by general or special order, prescribe in this behalf, acting on the requisition of such officer, may
examine orally any person supposed to be acquainted with the facts and circumstances of the case.

(2) Such person shall be bound to answer truly all questions relating to such case put to him by such officer, other than
questions the answers to which would have a tendency to expose him to a criminal charge or to a penalty or forfeiture.

(3) The police officer may reduce into writing any statement made to him in the course of an examination under this
section; and if he does so, he shall make a separate and true record of the statement of each such person whose
statement he records.
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Section 164 – Recording of confessions and statements before a 
Magistrate

• Any Metropolitan Magistrate or Judicial Magistrate may, whether or
not he has jurisdiction in the case, record any confession or statement
made to him in the course of an investigation under this Chapter or
under any other law for the time being in force, or at any time
afterwards before the commencement of the inquiry or trial:
Provided that no confession shall be recorded by a police officer on
whom any power of a Magistrate has been conferred under any law
for the time being in force.

• The Magistrate recording a confession or statement under this section
shall forward it to the Magistrate by whom the case is to be inquired
into or tried.
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Section 166A in The Code Of Criminal Procedure, 1973: Letter of request to
competent authority for investigation in a country or place outside India

(1) Notwithstanding anything contained in this Code, if, in the course of an investigation into an
offence, an application is made by the investigating officer or any officer superior in rank to the
investigating officer that evidence may be available in a country or place outside India, any
Criminal Court may issue a letter of request to a Court or an authority in that country or place
competent to deal with such request to examine orally any person supposed to be acquainted
with the facts and circumstances of the case and to record his statement made in the course of
such examination and also to require such person or any other person to produce any document
or thing which may be in his possession pertaining to the case and to forward all the evidence so
taken or collected or the authenticated copies thereof or the thing so collected to the Court
issuing such letter.

(2) The letter of request shall be transmitted in such manner as the Central Government may
specify in this behalf.

(3) Every statement recorded or document or thing received under sub- section (1) shall be
deemed to be the evidence collected during the course of investigation under this Chapter.
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By way of the second schedule to the IT Act, Amendments to the Indian Evidence Act, 1872 have been
brought, so as to, give electronic records, a legal recognition as evidence. The relevant amendments are as
under:

• In Section 3 –

• in the definition of "Evidence", for the words "all documents produced for the inspection of the
Court", the words "all documents including electronic records produced for the inspection of the
Court" shall be substituted;

• The amended definition of “evidence” in section 3 is reproduced for proper understanding of the
term.

• “Evidence” –“Evidence” means and includes-

• (1) all statements which the Court permits or requires to be made before it by witnesses, in relation to
matters of fact under inquiry; such statements are called oral evidence;

• (2) all documents including electronic records produced for the inspection of the Court;

• such documents are called documentary evidence.
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• In Section 17, for the words "oral or documentary," the words "oral or
documentary or contained in electronic form" shall be substituted.

• After Section 22, the following section shall be inserted, namely: -
When oral admission as to contents of electronic records are relevant.
Sec.22A. Oral admissions as to the contents of electronic records are not
relevant, unless the genuineness of the electronic record produced is in
question.“

• In Section 34, for the words "Entries in the books of account", the words
"Entries in the books of account, including those maintained in an
electronic form" shall be substituted.
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Special provisions as to evidence relating to electronic record have been inserted in the form of
section 65A & 65B, after section 65 of the Indian Evidence Act 1872. These provisions are very
important and they govern the integrity of the electronic record as evidence, as well as, the
process for creating electronic record.

(1) Section 65A: The contents of electronic records may be proved in accordance with the provisions of
section 65B.

(2) Section 65B:

(1) Notwithstanding anything contained in this Act, any information contained in an electronic record
which is printed on a paper, stored, recorded or copied in optical or magnetic media produced by a
computer (hereinafter referred to as the computer output) shall be deemed to be also a document, if
the conditions mentioned in this section are satisfied in relation to the information and computer in
question and shall be admissible in any proceedings, without further proof or production of the
original, as evidence of any contents of the original or of any fact stated therein of which direct
evidence would be admissible.
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(2) The conditions referred to in sub-section (1) in respect of a computer output shall be

the following, namely:

a) the computer output containing the information was produced by the computer during the

period over which the computer was used regularly to store or process information for the

purposes of any activities regularly carried on over that period by the person having lawful

control over the use of the computer;

b) during the said period, information of the kind contained in the electronic record or of the

kind from which the information so contained is derived was regularly fed into the computer

in the ordinary course of the said activities;

c) throughout the material part of the said period, the computer was operating properly or, if

not, then in respect of any period in which it was not operating properly or was out of

operation during that part of the period, was not such as to affect the electronic record or

the accuracy of its contents; and

d) the information contained in the electronic record reproduces or is derived from such

information fed into the computer in the ordinary course of the said activities
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(3) Where over any period, the function of storing or processing information

for the purposes of any activities regularly carried on over that period as

mentioned in clause (a) of sub-section (2) was regularly performed by

computers, whether-

a.by a combination of computers operating over that period; or

b.by different computers operating in succession over that period; or

c.by different combinations of computers operating in succession over that

period; or

d.in any other manner involving the successive operation over that period,

in whatever order, of one or more computers and one or more

combinations of computers, all the computers used for that purpose

during that period shall be treated for the purposes of this section as

constituting a single computer; and references in this section to a

computer shall be construed accordingly.
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(4) In any proceedings where it is desired to give a statement in evidence by

virtue of this section, a certificate doing any of the following things, that is to say,-

a.identifying the electronic record containing the statement and describing

the manner in which it was produced;

b.giving such particulars of any device involved in the production of that

electronic record as may be appropriate for the purpose of showing that the

electronic record was produced by a computer;

c.dealing with any of the matters to which the conditions mentioned in

subsection(2) relate, and purporting to be signed by a person occupying a

responsible official position in relation to the operation of the relevant

device or the management of the relevant activities (whichever is

appropriate) shall be evidence of any matter stated in the certificate; and

for the purposes of this sub-section it shall be sufficient for a matter to be

stated to the best of the knowledge and belief of the person stating it.
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(5) For the purposes of this section, -

a. information shall be taken to be supplied to a computer if it is supplied thereto in any

appropriate form and whether it is so supplied directly or (with or without human

intervention) by means of any appropriate equipment;

b. whether in the course of activities carried on by any official, information is supplied with a

view to its being stored or processed for the purposes of those activities by a computer

operated otherwise than in the course of those activities, that information, if duly supplied

to that computer, shall be taken to be supplied to it in the course of those activities;

c. a computer output shall be taken to have been produced by a computer whether it was

produced by it directly or (with or without human intervention) by means of any

appropriate equipment.

Explanation. - For the purposes of this section any reference to information being derived from

other information shall be a reference to its being derived there from by calculation, comparison

or any other process.
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Opinions of Experts—When the Court has to form an opinion upon a
point of foreign law or of science or art, or as to identity of
handwriting [or finger impressions], the opinions upon that point of
persons specially skilled in such foreign law, science or art, [or in
questions as to identity of handwriting] [or finger impressions] are
relevant facts.
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Opinion of Examiner of Electronic Evidence —When in a
proceeding, the court has to form an opinion on any matter relating to
any information transmitted or stored in any computer resource or any
other electronic or digital form, the opinion of the Examiner of
Electronic Evidence referred to in section 79A of the Information
Technology Act, 2000 is a relevant fact.
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Section 50(5): Any person who, without reasonable cause, fails to produce
anything, which he is required to produce under this section, shall be guilty
of an offence against this Act.
Section 50(8): Notwithstanding anything contained in any other law for the
time being in force, any officer not below the rank of an Assistant Director of
Wild Life Preservation or [an officer not below the rank of Assistant
Conservator of Forests authorised by the State Government in this behalf]
shall have the powers, for purposes of making investigation into any
offence against any provision of this Act,—

(a) to issue a search warrant;
(b) to enforce the attendance of witnesses;
(c) to compel the discovery and production of documents and material
objects; and

(d) to receive and record evidence.]
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Section 4: Mode of proof of entries in bankers’books: Subject

to the provisions of this Act, a certified copy of any entry in a banker’s
boooks shall in all legal proceedings be received as prima facie evidence
of the existence of such entry, and shall be admitted as evidence of the
matters, transactions and accounts therein recorded in every case where,
and to the same extent as, the original entry itself is now by law
admissible, but not further or otherwise.
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Nodal e-mail IDs of Various Agencies
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Information Technology (Procedure and Safeguards for 
Blocking for Access of Information by Public) Rules, 2009
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Form U/R 6(2) of Information Technology (Procedure and Safeguards for Blocking 
for Access of Information by Public) Rules, 2009
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Form U/R 6(2) of Information Technology (Procedure and Safeguards 
for Blocking for Access of Information by Public) Rules, 2009
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Designated Officer U/R 3 of 
Form U/R 6(2) of Information Technology (Procedure and Safeguards 

for Blocking for Access of Information by Public) Rules, 2009
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List of Nodal Officers from Ministries / Departments of Central Governments under the 
provisions of Information Technology (Procedure and Safeguards for Blocking for Access

of Information by Public) Rules, 2009
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List of State Nodal Officers under the provisions of Section 69A
Information Technology (Procedure and Safeguards for Blocking for Access of 

Information by Public) Rules, 2009

24-06-2021 97



List of State Nodal Officers under the provisions of Section 69A
Information Technology (Procedure and Safeguards for Blocking for Access of 

Information by Public) Rules, 2009

24-06-2021 98



List of State Nodal Officers under the provisions of Section 69A
Information Technology (Procedure and Safeguards for Blocking for Access of 

Information by Public) Rules, 2009

24-06-2021 99



24-06-2021 100

Digital Platforms Are Also Responding to Direct Requests Made By Enforcement Officials 



24-06-2021 101

Digital Platforms Are Also Responding to Direct Requests Made By Enforcement Officials 



24-06-2021 102



24-06-2021 103













24-06-2021 109



24-06-2021 110



24-06-2021 111



24-06-2021 112



24-06-2021 113

UNODC EXECUTIVE DIRECTOR MESSAGE



24-06-2021 114



24-06-2021 115



24-06-2021 116



24-06-2021 117



11824-06-2021



The Supreme Court observed that electronic evidence by
way of primary evidence was covered by Section 62 of the
Indian Evidence Act to which procedure of Section 65B of
the Act was not admissible. However, for the secondary
evidence, procedure of Section 65B of the Act was required
to be followed.

11924-06-2021



Certificate under section 65B of the Evidence Act must be
signed by a person occupying a responsible official position
in relation to the operation of the relevant device or the
management of the relevant activities (whichever is
appropriate) so that the electronic record produced can be
taken as admissible evidence. Hence, private consultant
with no responsible official position and no free access to
computer cannot issue a 65B certificate.
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The Supreme Court observed –

- The applicability of the procedural requirement under Section 65B(4) of the Act of furnishing

a certificate is to be applied only when such electronic evidence is produced by a person who is

in a position to produce such a certificate being in control of the said device and not of the
opposite party.

-A person who is in possession of authentic evidence but on account of manner of proving,

such document is kept out of consideration by the court in absence of certificate under Section

65B(4) of the Evidence Act, which party producing cannot possibly secure, will lead to denial of
justice.

-A party who is not in possession of a device from which the document is produced cannot be required to

produce a certificate under Section 65B (4) of the Act. Thus, the requirement of certificate under Section

65B is not always mandatory.
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• Is Requirement of Certificate U/s 65-B(4) of the Indian Evidence
Act Mandatory for Production of Electronic Evidence?

• In this Order of Apex Court of 2019, Shafi judgment of Apex
Court(Sr No.06 ) was cited and the matter was referred to Larger
Bench for reconsideration, in view of conflicting precedent in
Anvar P V case (Sr. No. 01)
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• Supreme Court in a reference dealing with the interpretation of Section
65B of the Evidence Act, 1872 that deals with admissibility of electronic
records, the 3-judge bench of RF Nariman, S. Ravindra Bhat and V.
Ramasubramanian, JJ has held that the certificate required under Section
65B(4) is a condition precedent to the admissibility of evidence by way of
electronic record, as correctly held in by the 3-judge bench in Anvar P.V. v.
P.K. Basheer, (2014) 10 SCC 473, and incorrectly “clarified” by a division
bench in Shafhi Mohammad v. State of Himachal Pradesh, (2018) 2
SCC 801.

• The Court further clarified that the required certificate under Section
65B(4) is unnecessary if the original document itself is produced.
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The 3-judge bench in the present case, holding the Shafhi Mohammad judgment to be
incorrect said,
“the major premise of Shafhi Mohammad (supra) that such certificate cannot be secured by
persons who are not in possession of an electronic device is wholly incorrect. An application
can always be made to a Judge for production of such a certificate from the requisite person
under Section 65B(4) in cases in which such person refuses to give it.”

Clarification on Anvar P.V. case:
“the required certificate under Section 65B(4) is unnecessary if the original document itself is
produced. This can be done by the owner of a laptop computer, computer tablet or even a
mobile phone, by stepping into the witness box and proving that the concerned device, on which
the original information is first stored, is owned and/or operated by him. In cases where the
“computer” happens to be a part of a “computer system” or “computer network” and it
becomes impossible to physically bring such system or network to the Court, then the only
means of providing information contained in such electronic record can be in accordance with
Section 65B(1), together with the requisite certificate under Section 65B(4).”
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The Court also took note of the fact that Section 65B does not speak of the stage at
which such certificate must be furnished to the Court, and said that in cases where
such certificate could be procured by the person seeking to rely upon an electronic
record, such certificate must accompany the electronic record when the same is
produced in evidence. However, in cases where either a defective certificate is
given, or in cases where such certificate has been demanded and is not given by the
concerned person, the Judge conducting the trial must summon the person/persons
referred to in Section 65B(4) of the Evidence Act, and require that such certificate
be given by such person/persons. This, the trial Judge ought to do when the
electronic record is produced in evidence before him without the requisite
certificate in the circumstances aforementioned.
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